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of the Departmental Security Resource (DSR), which will contribute towards a comprehensive departmental security policy and guidance with clear safety and security responsibilities and 

accountabilities.  
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Management Response and Action Plan (MRAP) 

Recommendation 1: Security risk assessment and mitigation 
CFM, in partnership with ACM, HCM, IFM, SCM, and in consultation with missions, should improve risk assessment models, methodologies, processes, systems and tools to effectively capture and 
assess the growing complexity of threats and vulnerabilities experienced across the mission network and across diverse groups (such as women, 2SLGBTQI+, people with disabilities, racialized and 
indigenous peoples), translate them into well-scoped, prioritized mitigation measures and identify the potential impact of residual risk.  

Management response and commitment 

Agree with this recommendation and will build upon recent work 
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Actions Expected Deliverables / Outcomes Responsibility Centres 
(Bureau/Division) 

Target Dates 

1.2 Continue to improve the digital strategy.  
  
As part of this effort:  

¶ Continue to implement the Harmonized Threat, Vulnerability 
and Risk Assessment (HTVRA) model and a benchmarked, 
standardized risk management training for staff.  

¶ Procure and implement industry-proven and TBS standard risk 
e-tool (ASTRA); 

¶ Continue to build common language to align with the specific 
project management requirements of infrastructure, systems 
and equipment implementation.  

1.2 

¶ Risk alignment and prioritization between C, I and A branches are 

improved.  

¶ Data collection capability is improved. 

¶ Better understanding of security risks identified by missions.  

¶ Cross-branch coordination on risk prioritization and assessment 

mechanisms is improved. 

 

Note: Baseline Threat Assessments for missions already include GBA 
Plus analysis 

1.2  
CSD/CSS with support of 
IND/INT CSR, AWO, SIA, HWH  

1.2 January 2025 
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Actions Expected Deliverables / Outcomes Responsibility Centres 
(Bureau/Division) 

Target Date
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Recommendation 3: Major projects, minor projects and security equipment and systems 

ACM should monitor the impact of the recent structural, system and process changes made to improve the planning, implementation and tracking of DoC projects and take further course-corrections 
to address remaining challenges (including along the procurement/supply chain continuum), ensure timely project delivery (in particular for service line projects), meet DoC envelope commitments, 
and improve communication with other relevant branches and missions. 

Management response and commitment 

Agree with this recommendation. It is fundamental to learn from past delays in project and equipment delivery of DoC. 

https://missionhub/v5/modules/missions/view
https://missionhub/v5/modules/missions/view
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Actions Expected Deliverables / Outcomes  Responsibility Centres 
(Bureau/Division) 

Target Dates 

3.3  
A. Create a dedicated IT Security team (AWSB) to implement and 

manage the CCTV program. 
B. Leverage mission capacity and/or employ a modular approach 

to CCTV system maintenance.   
C. Establish a CCTV governance structure, including procurement 

partners, to provide oversight to the global rollout of the 
program which will report regularly to the client and the 
appropriate governance oversight committee within Platform, 
and annually to SIPAB.  

3.3  

¶ 
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Recommendation 4: Mission Readiness Teams 

CFM, in consultation with HCM and missions, should develop a long-term strategy for the evolution of the mission readiness program, including for mission readiness team composition, training and 
staff assignments, to ensure appropriate alignment with mission safety and security needs, existing mission readiness team capacity and in consideration of available resources as well as apply GBA 
Plus lens. The strategy should ensure a balance between security and operational priorities to support inclusive and effective international cooperation while maintaining an appropriate standard of 
care. 

Management response and commitment 

Agree with this recommendation that the Readiness Program has been a success for emergency management and security at mission and should continue with a comprehensive long-term strategy 
for sustainability beyond this funding envelope.  Recent efforts include enhancing/expanding existing trainings and launching new ones (e.g. new hybrid Regional Program Managers (RPM)-specific 
core training program and a new mandatory course for GAC employees: Introduction to Security and Cyber Security Essentials); developing of guidelines and tools for mission use; and creating 
additional RPM positions. 

 

Actions Expected Deliverables / Outcomes  Responsibility Centres 
(Bureau/Division) 

Target Dates 

4.1  
Building on the work that was done in 2022-23 on Readiness 
Stewardship, cultivate and refine a long-term strategy for the 

-
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Actions Expected Deliverables / Outcomes  Responsibility Centres 
(Bureau/Division) 

Target Dates 

4.2  

¶ Develop a strategy for Readiness assignments in hardship 
locations.  

¶ Conduct outreach, offer info sessions, as well as work with 
HOMs to ensure thorough candidate vetting, and increase 
candidate capacity once confirmed through both virtual and in-
person training.  

4.2  
A comprehensive long-term strategy for hardship locations, 

incorporating a GBA Plus lens, that will evolve the Readiness 
Program candidate capacity to address the challenges of the 
future. (see details above) 

4.2  
CSD/CSR with HFD/HFP 
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Actions Expected Deliverables / Outcomes  Responsibility Centres 
(Bureau/Division) 

Target Dates 

4.5  
Continue to work with missions to examine effective program 
governance structures, tools, and products to support consistent 
and evidence-based program roll out and alignment with mission 
security and emergency management needs.  

4.5  

¶ Improved Readiness guidance products, tools and templates to 

bolster effectiveness of Program Managers.  RPM program tools, 

products and structures meet the requirements of the Mission 

Security Management System and Framework of Accountability to 

ensure informed and accountable management. 

4.5  
CSD/CSR with support of CSG, 
CET, CSS, AFS 

4.5 March 2026 

4.6  
Examine strategies to address RPM’s health, safety, and well-being 
and proactively support the psychological health of Readiness 
specialists.  

4.6  

¶ Develop a comprehensive strategy for Resilience in Readiness to 
support Program practitioners in effective balanced delivery of 
security, emergency and operational priorities. 

¶
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Recommendation 5: Clarity of safety and security responsibilities and accountabilities 

CFM, in consultation with ACM, HCM, IFM, SCM, geographic branches and USS, should leverage and build upon existing relevant frameworks to develop a comprehensive departmental security policy 
and guidance that articulates up-to-date authorities, responsibilities and accountabilities of organizational units, departmental officials and governing bodies involved in safety and security 
investments and programming at Canada’s missions abroad, including accountabilities for accepting unmitigated or residual risk. 

Management response and commitment
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Actions Expected Deliverables / Outcomes  Responsibility Centres 
(Bureau/Division) 

Target Dates 

6.2  

¶ Continue to identify priorities for resourcing based upon risk 
analysis and the evolving security situation including using the 
Mission Security Management System (MSMS), an analytical 
process for assessing the operational context of GAC missions 
and identifying the risk level of threats that may affect GAC 
personnel, information and assets. 

¶ Develop a long-term resourcing strategy, including the 
potential need for a new budget ask and/or policy cover to 
address identified priorities. 

 

6.2 

¶ A functional and fully implemented MSMS that is interoperable 
with/and supports GAC’s Duty of Care policy  

¶ Standardized mission security responses (accountable, reliable, 
cost effective, agile and responsive manner), across the mission 
network.   

¶ Systemized cross branch planning mechanism, informed and 
accountable through the MSMS, meeting the evolving challenges 
of the global security context. 

6.2  
CSD/CSS in partnership with 
ACM, HCM, IFM, JFM, SCM 
and geographic branches 
 
 

6.2 March 2026


